
No Taxpayer Information or Data Compromised 
in Microsoft CrowdStrike outage Friday 

Agency’s Information Technology staff restored 500 devices Friday; all systems 
now restored 

ANNAPOLIS, Md. (July 19, 2024) — On Friday, July 19, Microsoft experienced a 
massive IT outage caused by issues with its update to CrowdStrike. The Office of the 
Comptroller became aware of that outage in the early morning hours as a result of alerts 
that several of the agency’s IT systems were offline.  
 
Comptroller Brooke Lierman assured taxpayers that no taxpayer information or data 
was affected by Microsoft’s CrowdStrike outage that affected systems worldwide. 
 
“This was not a cyber security attack or a breach,” Comptroller Lierman said. “No data 
was compromised or at risk during the event. By 11 a.m., all production services were 
restored and no taxpayer information or agency data were compromised by this event.” 
   
At 1 a.m. Friday, the Comptroller said the agency’s monitoring system alerted that 
several assets were offline. She said the agency’s Information Technology Division 
began addressing the issues and worked manually to bring those assets back online as 
quickly as possible.  
  
“We also established four repair sites to provide in-person support to our staff,” the 
Comptroller said. “In all, we were able to repair the devices of approximately 500 
impacted employees who took their devices to one of four office locations to have them 
repaired quickly.” 
 
Most systems were restored and operational by 11 a.m. and most users were back 
online by 2 p.m. All systems have now been restored, and no taxpayer information or 
agency data were compromised by this morning’s outage. 
 
The agency’s IT Division will continue to monitor the situation. 

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fu27412881.ct.sendgrid.net%2Fls%2Fclick%3Fupn%3DLqRQ37sawgAIIlMfHocPDyc2WypSNeAL-2F8XOPFNODPzZW7f8XzyNB8dMH24CCgc6SIrCVguXueo1po-2B2Jha75ufdKyeq-2F1Zl7Pssit3NHi-2FKNYZGZ0LUlWDmiCu95vOSt9RY_xgyyHJCNW1MkJBRYFKJk5vsbWqROXhqNOxUSuEOkZSPh9GIYklgRoTzeYeiwzwuotK2ORN1813sBD19Bvu3o4fToIg8sRRMyw30NKn0EAzP7uBqgF8RmdJmDot-2B2F7SKLncSP2uhQI3VRJdR4PcSdISwXH-2Bk7VkzdxnOJTk82UESl3vMsBoSVsRrBuXJceOvvc-2F9x8fwm6FM7-2B22rhVjSFXH8jXAGOKsqANFP083qvM-3D&data=05%7C01%7CKDodge%40marylandtaxes.gov%7Cff4ea9c9cdfa4ab721a608dbf6449d32%7C4175adb602d24b79bb6cefc714800747%7C0%7C0%7C638374546773083560%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=igmSwD2FbQuPSPnmQ3Zt1I%2B1g9sFLuTNl5TSuL5lLA4%3D&reserved=0
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